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RIC (C &S ERBIEHBBI{LNEKIR

NTT ROETIE, RAN (Radio Access Network) fEiEICHIFEMBD
RIBEZHEEL TVLET. KFEEEAT D RE{ERY hT—T#8E (Network
Function) DIUENDRIZFEMISIESE - BERZRIZT S7ctd, O-RANIZEELHRIC
ZEHLLT=SMO (Service Management and Orchestration) ¥ X5 LAz,
EAULF U, AR TIX, SMOZER T D1&EEED 1 DTH b, EiRHIEDE
bt =R T B RIC (RAN Intelligent Controller) [CDWTCEESHLET. Ffe,
BEAOIFICAREUVEEFRNIZERICZ JUS—r a3y &, ZNSICK2EFHIE
DIRRZEHAL, TSICSEDRICOIRRICDVWTRUET.
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5G (B5HABEBEY AT L) (&,
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UcBER Y —ERIBENTRETH 2 DD
D, EFEOZEILT 2 —EXREITHM
TBDIC, BEMERIERED KOS
NTWVFEI. Z5LEPT, RAN (Radio
Access Network) #&ED/INS A -9 &
BkEA VT UI TV NMIITIVRTLE
L T, AI/ML (Artificial Intelligence/
Machine Learning) #fiiZEA UZRIC
(RAN Intelligent Controller) ;B
NCTWVERT.

RIC (&, SMO (Service Management
and Orchestration) @ — 8B % OSS
(Operation Support System) &&EBIT
EmL, REBICER7SUr—y 3V RE
BREUERRB T —FTIF v ERO>TVF

9. INBRICOP—FT I F wIEVvRAN
(virtualized RAN) /SMO & &8 (THE#E(E
& O-RAN ALLIANCE [CTHEINTWL
*9.

NTT ROETIFVRANDERICHET
RICOEABITL), A/MLERERICT S
UT—2 3 ZRFELTCVET.

AW TCEFRICOBMEBL ROEICHIFTZE
AR, AI/MLSBEIC DWW TSR LET .

RIC =

B SMO & KU VRAN & DES%

O-RAN T &, SMO & vRAN (O-CU,
O-DU) HRICEETRELSIN, N
FHIRRANERDPZERET (B1).

SMO [FFEERSIEER TH Y, B -
14H8E - BEEIE & Non-RT (Real Time)
RICERELTWET. Non-RT RIC*' (&

SMO

Non-RT RIC *1

MANO

0ss

Non-RT RIC Framework

R1

B # AR

A1

Near-RT RIC #2

Network Functions

o1

Near-RT RIC Platform

XApps
RIC API

Y1 Y1

Consumers

IEZ

02

o1
0O-CU

0-Cloud H
%1 Non-RT RIC : Non-RT RIC Framework (E®&0D%45) +rApp
%2 Near-RT RIC : Near-RT RIC Platform (H&®D#4%) +xApp
1 RIC DR

EXAEE URL  https://journal.ntt.co.jp/article/37474
= ¥ DOl https://doi.org/10.60249/25125105

e B /s EE
HEE I /ER EH
T A /0
NTT F3E

Al/ML 255 U= rApp * [k W iU
V—HlEe NS A=Y FEEETY, 17
P EDIGETR Y ND—I REFHZERE
UXT.

VRAN T (& & i 5 # g8 RU (Radio
Unit), DU (Distributed Unit), CU
(Central Unit)) @335, DU, CUNRAE
{£ & N O-Cloud £ T & {E U, Near-RT
(Real Time) RIC**h' xApp **#& H T10
ms~ 1 BDRETUPILIA LFIEHUET.

SMO & VRAN (& Non-RT RIC + Near-
RTRICE, O1-A1-E2-Y1- 0212 ED
BREA VI TT—ATEEL, 1T UIT
VRRBRIVFRY IR Y ~D—TER
EXAFT.

BO-RAN7 —FF T F v+ D45

TEROEMBHIEIEN Y SEEOOT v
JILKELTHY, ERSEYPREILDE
BEREATTONTVE L. ZDHBR, 28/
EEBDEM S, TILFAYSHIEDIER
—I%, A/MLUERDBREMENZEEE > T
W&k Lz,

O-RAN [F SMO - RIC - VRAN D # 8E
DEEEZEREES VI TT—R (O1, Al,
E20 &) TREMEMRMEZD ESE,
SMO lF£2 M ERZ1EL, Non-RT RICT

* 1 Non-RT RIC : O-RAN ALLIANCE[CHWT,
U7 )L A LEDRD SNV ST LT
AVTUI T YA ET IV AT L.

*2 rApp :Non-RT RICOFSw b Tx—LF
TENES B 7 FUr— 3.

% 3 Near-RT RIC : O-RAN ALLIANCE [CHWT,
U7 ILIA LERRDEND T EITHULTA
VTUI T VAT IV AT L.

* 4 XApp : Near-RT RICOT Sy T x—AtE
TENWEI D7 SUT—va.
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AP NTTRIEORANIREM (VRAN) Hii

MmUY —#lfE & A/MLERE{E ZSEHE U F
Uz, RICIEHIEOY v T 7%Z rApp/xApp
TEYVa2—-IUEL, RVSIFKFORFE -
BefEDYEIEEIC R W & LTz, VRAN [F{RA8(E
RAN7%Z O-Cloud F CEjfEE &, RIC &iE
‘LFRLUL.

CDERIRICK Y, HIEREEEFSRIENIC D
B - SN, VILTFARUSBETHE—E
UIEREBERRELNRIRSNET.
W50 O-RANEH

RICICEEET B9 T —RIF, EIC
O-RAN ALLIANCE ® WG (Working
Group) 2, WGE3TEMINTWVET.
BURClE, 2022 AR OR#E L EImZ R U
FY. B, 2022FF 4 BFE TORELET
(FESZ3H() &2 TSRIZSLN.

() RiAv9Tx—2R

Al/ML [T BF & 9 % Al/ML workflow
service [CHBWVT, 202F R CIFFRTE
TUR. BEITDAIEFILDONYV—ZY
TPRE, EZIVUVIRERRET DS
Ov—YvHMEESNF L. INBICD
We, —8iEFLUU—N—=I 37T
Stage3MFENTT r LE L.

Ol4 9 71— RICHET DRAN
OAM (Operations, Administration,
Maintenance) -related service & IF (&
N2HBETIE, CM serviced’ 0¥ —Iv
HRESN, rApplCLBRIA VI T —
ANS501A VI T T —AZBUIEEB
DFEE/INT A= DEFPEAHCDNT
DFENEHF LTz

Q Al4v971—X

A1 > 9T —2RI&, Al-P (Policy),
A1-El (Enrichment Information),
Al-ML®D 3 DDFEIN G W FIH, TREF
Al-MLOZFESRDILRL TH Y, 20258%H
& (T Stage3NME SN2 5 E T I
Al-MLOHREZ AT 22 & T, Non-RT
RIC & Near-RT RICET L —Z2 T DE
XP, ZHUEETIVOZE LR ENSEN
OlREICIRE T .
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B2 V9T —RIF, 20220, iR
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(4) Near-RT RIC APIs

Near-RT RIC APIs [& Near-RT RIC
Platform, xApp B CRHESNSHEEICT
TERITDIEHODAPINEESNTHY,
—MOEEBX Yy E—-IJICDODVTE
Stage3F THRESNTVET.

Near-RT RIC APIs®D 55, AlICESET
BDHERED API(E, FTFRIC AlI/ML workflow
APIs&E UTERTN, ZEENMEATUL
F9. M3 StagesftiRlFFRDPTIN,
BEUNIVTERESNTSY, KAPIZ
BUT, EFILOBEBEP N —ZVTRE
DFREZEATERT.

6 Y4129 Tx—2

Y149 7 x—2XI&E, Y1 Consumerh'
Near-RT RICH 5 RAI (Radio Analytics
Information) DESZTIAEL T B HEAED
HESNTWLED. RAIICIK, BIZRE, F
BHRIV—=TLw 8o, FNTy MBIEN S
Y, Y1 Consumer [& N5 DIERZEE
IBDTENTEETH Y, HPOT—ERT
ERTAIENTEERT.

RIOETORICZIUsr—2ay

BEARSR

RICT (&, Non-RTRICETEI{ET 2
rApp > Near-RT RIC _ECEI{ET B xApp
DRICPFSUTr—r3vICk>T, RUY—
HIEC/ NS A= DEBELZET>TVET.

BURTIE, RIOENFEF U EHSHIE
DIeHDF IV TU X LZBH UIERICT

Uo—23VDO—8 = UET.
BMRUZRU—

(1) #peliE

RUZU—rApp [&RUD R U — T4l
ZBEEEL, Ry ND—JDBEEENZR
IMET 27U — 30 TY. BED
PMF—SFCEDVWT ST 1 v IH DG
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Execution Environment : SEEMEE) * ' R—ADEST
V21— ETSTA VUV RTLZBEFELUTVWEY. TEEIEX

TUHNBESEINTSY, OpenSSL*? [CREREINZESS AT

SUELHBRULTH, 7IEBADHELL, REEM, BSE -8
{ET2DRT, BF2UT A NICBDTLETEENRRESW
AFT.
WO SU RREESHEBE_IVU T - BEREI

B, BSROMBREEZRSNICEZIVVT - BRI D
REZIRHE T PBSHEBET —EARELALHFREET, AAEED
BEMENLTCVWET. 20D, NATUYRISTRPTID

FOSORRKRICHENT, 750 MRaESREEOTE=IU Y

TP BRI EFRICHFELTVET.
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#*1 TEE 1 @EDOSHSHIIUIE, CPURICHRIFSNIER] (%) 3
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AD'HoTH, T—IPI—ROTLMH - WEMENRIESNFT.

*2 OpenSSL: TLS/SSLTON IV ERELcA—T VY —ADESSA
TIUT, WebB—/VoX— T —NRESFIFBRYRTLATEF2
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BY, BEBY AT LAR=ZALCNTT I —=TFUIFILDMHE
FEIE#ES7I)LTUXLQRUOV*  #IB(ICRELTVET.

INS—EDOREZBU T, HMNCN—RILAEL, RAE
PRERHIICE M EA TV D DN, TEEICE DK BEBIBSTEY 21—
JVDEECHIFY. FeBId, TEER—XCEHMEEREY 21—
IVERRTDEIC, HoEEEBNEIND A VTILSGX*  DF v
TEERT DT ET, NIST (National Institute of Standards
and Technology : KEEIFERIMIZRT HE D2 EEFE
FRAEFIPS140-3 [CKDBESEY 1 —IUREICENT Z2EI 12—
DRFZEBR(CH/IFTVET. AEIC, ZDOIRXTLEAWS,
Azure, Google CloudGED/NTUw I TS5 REDEHEDE
BULTWSHETATY (H3).

ETAT, TOAYTIVSCXZFRURLTEEZ E & L,
FIPS140- 3 DRIFREZES U EY 2 —)LIFHFRHWICHFEREE
EULTVFEBA. INE, SGXZEHIMHANIETEEDHTY TR
FPEERTZOEAN, BEDOSICLnuXxDFP FUIr—3
VEERT D EELETRAELERY, BBOTOITSZVIH
KHBENDI, BFED/N—RILANEIEL B2 EHNEBHD
1DCY.

* 3 PQC  {ERERESNZOREMDH 28 NBEFIV/E1—I TOHE
o CERVK DICERET S NICBE S DFEFN.

* 4 QR-UOV I NTTHRIFERIAFADFH LT VI IVERBHN. 2EH
LIEAMEOH LS ZREEDRILE LTHY, BEDBIURERD
F—IYA ZDINESVTENRE. NISTOMEFESHEELLTOY T
JhDE 2 SO RICER UIcE R,

*5 A2F)USGX tIntel RCPUICEHINEN—RD T 7R—=ADE+1
UF (#8807 S LDFETRICAEY LICESIES NI RERD
FER U, OSWN\A/IS—IN\A T, TSCIIYEBNBHREN S BIET—
§EI—RZRETEFT.

NIV GISIE [ TSZAR—kIFIE
Public Cloud / Private Cloud

asmrage Service

Encrypfed Plain Data

data ‘

® Encryption Key —fm Operating System

4 seed - Virtual Machine
Manager

L Hardware

TEE: Trusted Execution Environment({ S {8 ER{THE)
DRNG: Digital random number generator(7 2 2 LEL#Y c L —%2—)

Application

T
E

CHALLENGERS

Ffe, H3G0OEETHEN/EMICERIAET A MMI/NIT2DE
ERTEINTVETH, self-testsICDWVNTIFEENIBNSFH
NEWEEINDH, BRSINZ X1 U T 1 FHENROEEIC
KWBATEIRTE, ZUTself-tests B, ZDHEZSHEN
EIMEL TV Te®, ZNEBELIICERL TVKHMEN DS
ZERE, SRS OEMMNN—RILE—BEHTVSEHRTH
R

&o T, TRE, AEBEMBRUBATVS, (VT ILSCXZEE
FAY3TEERICBNT, BEO7ZILITUXLPPQCOT7IILIY
A NEREEL, SHITFIPS140-3 DR ZEE T D &I, Hiffr
WISRUCTEERIETIFBVDTY.

FIeBlF, IO UCREERERIBILSELTVDRPT
VRT LADFREPEEEEEBIC, HRTE>EBETLTVS
TOVIT D1 DEFTHUTVETY. FIREORIAT A MHES
FeBRICIE, D UTERDFIPSI40-3EEEY 2—ILVY T DT
FPEISERIFET.

RE, RESNTLVBEEY AT LMREIDOIRA Y MOREE
DHERFEEICAFREAICDOVLWTSHENME L EEL.

BAERFRLTVD, ESHEEYRT LAOSBREMIESEE
FHRTEETRL, TBDZ—XZEELEND, ™MINSHE
WRREIZRIE LTV ETATY. I Tl REEDHAR
KICAIFT, 750 RAAENESEESEITZESL (BFa
UF s DESGV) [CIGUTREESINTVD, 3EBEBOETILER
I—IC, ZOETFHICOVWTHRIILTVEET (H4).
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Cloud/On-premise Computing Environment
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EBYOK (Bring Your Own Key)

BROERZFRESAITITV, ERUIRZET 5D RSBESAIC
FBEAH, FHAFNRORET 5D REEEATERINS
EFILTY. MHEEBERAEICELDE, JILFITUN - EH—
I3 VICENBRO—FEERZENE L, BYOKFIZO—/N)L
AX—NBETHRENHDEDTETY. K> THREREITIE,
WThSA7)LFOY T bZEEEL, AWS, Azure, Google
Cloud, OracleCloudBED/NTU w I 050 RADIESEE
EPRO—FBERICONT, EU—EXITEVRIETEHEL TL
TFI. HRERCAEFTE, NTTTF=IDITSTRY—EZAD
SAVTVLICNMAD EEBIC, TS D RY—ERICHIRA
SNBELD, VIMDIFPEREHULTVLEFT.

EHYOK (Hold Your Own Key)

50 RBEENFHSORERY T LAZFIAL, I5DR
BEERIGFREOBE T CRZRS ZLICRY, FIRAENEIC
BERETDENTREBETILTY. NTTTF—9(CLDTHE)
AT, 204FE(ICHRTEEICE>ICDDD, ERNTIFZEL
THHY, BESREFEE - BHORBCTRET 2UENHHEMH
ANDOMIGICIIEL TS ETATT. £o7C, MOIRIETE, &
BRI —AD 1 DTH2TF—IO—HUT—Y 3 VEBHA
DIt THDD, BEFBSICFHEL TV Z<FETT.
B4plE LT, EERITZRI RS EEEIRKE - #ET—ID
O—HUE—Y 3 VEBHNIROONDZT—ANGY, FT—I%=
EDEPHIE DY S —/N\ICRTE - MBT DT EEBKRT D
ER - R EDOERBEEFITBICHIC, BSRERBEY AT A
[CREL, ZOELNTEESNTVNS I LZRIAT B FECT.

DSIRRA T4 TR BICK

EMBYOE (Bring Your Own Encryption)
FRAEPROEEZSVICAAZE—AMTITOETIVC, 75
U RBEENRLBICT I ERATERVKDICT DI ENTIRETT
HADHBRAECEDE, BRAPEACSITHROEHT—L
AZRH - BRI 2RIC, COARBIBEBESINDT—IANHD
EEINTVFET. LeH'H T, #aEicld, J0vIFI—>
DEBIFID# Ly bOWEREZRET DY AT LAIREERFELE
7. FIRE, A —SUT7 LBBERAVCBBERMY —EXDES
&, A—TU7LOWEBREE, NUT—9 R&EEIE) /—RHho
DEELT, BERRESUVTHREEY AT LILREL, MUY
72 3VT—YICTVINEBRERTIDRERIELTNEETT
IREHA(F TN OAEZREIRY X T AITBIIERL, $FiREsY—
ERICHBLTVLK ZEEULFT.
FRERAIDREEDEF 21U T « UNLFELELTVERTA
EDFIELANILOHEEERIAT 2hE, FMREIKD I EF U
TADEHICHKEFELET. WITNORILALICBNTD, BS
RICHBRRES KORIDRHIN, BSROSATTA T
BE(CHNEGHEENRBEIND T EAROEINFET
2026FELEDERAIE T, RERLRESERMBM 0T
SLDOBETHD [MEMRE, BEARBLIFITRLS, RHBFIA
[CORFTCVKTEZHE Y| ZRIRI Bcsd, NTTF—5 D/
ATUy RIS REENEEN.IOREEY AT LAZHIT
&V, BROBSVRAKMODB/ATRRARO U CHEX 2 HE
BYAT LEHIFTEZFEEL, NTTT—Y(CRDBERT—
EXDRHOMHANDRBIRFTR EZRET LTV FETY.

HYOK BYOE

1 1
i i
: (Bring your own key) (Hold your own key) (Bring your own encryption) :
ES SR ISUREEE - ARE eSS EillE H
EESheEE J30REEE : 39 RBES FIRE FIRE :
1 1
EES52FIA I3 FEES : ISUREES ISUREESE FIRE :
1 1

‘ﬂiﬁ 1 q—é—

| REBOFHAEHELAL .
1 1
= 1 = === i
KMS &2 : KMS KMS AT KMS 7 Ty :
p 1 £3 i @%%m’: (1L | 1
H59R @?/ i e i
1 1
O = '
g e = D |
1 1
: AT TR LI E IV FREED FIEEOIE SR /{
1 I3IRCRSEASAA H—EANFIRED SEE I 1
1 BETES A5 1 F) 1
1
I \ ¥ \@» |!
JL %’éf b KMS KMS KMS :

AVTLZR |5 @

AIS I E&D !
1
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@ %1 UF 4 BHOMBPESRE,

BEESRY 27 LAOBRICENT
SEIDMBRRAFEDEDFERHZTLEESL. Ffe, InEX
7923 ATRICI D IECEHBDRERIFESDEFITLLSH.

AFRFEEE, LWhD [T LEE] 2B, H53
BCAHEMNEL, AL, ENTE BRI (PoC), FIH,
FANEWDZAT v G, BENICERELBNSEDTUNL
MENGIFURE. ZOPTHHEDITRIBFCHdEFa U
TAICBVTIF, BSOFZILITUXLICIZ, BSICEEUE

KEDIERPRA NS0 7 4 AICETDHAENEECRDET.

hBEE, BEEOBLLEEREHET, RPBICHIEY YT
LBEZ UTERRED, tFaUT DIARZSEHDSXT,
BHTRKENSILEVAFTT. KFERZHFEITDDOAT, HXE
BEUTREED DA W A5aWLD, KEROZO N IVICEET
DB NEEGDE, KEODI VI Z 7 4SBT D%
<HYUELR INBEBUT, KBEOBSHSERMICET
BDTENTEEDTT.

MDOTCEF, KEEFELPUERIITDBERY ND—TJIF72(CR
BSNEERRCERTINTLE LD, 49—y FDEKT,
HBDEAN S/ N\ I 7w TEIRIFA VT —% v NMoBIRTRECTR Y,
MBHTODFZANTOITI NIEDDTEERUFELUE. 2T,
AT =Ry NTTxO—-92BS7ILTUXLIE, —REIICH
EBR > TVWBBDTIFERL, KEEAUIFILDOTZIILIUX
LAEABESINTVELEDT, BS#EEARESKEOBTE
SIWONDERDY, BOO—T—YaViEZEES LT
DHIFE, BEETFTURBHN ST —IBEERITIDDIAT, HE
BTOERE—BIZETECDFAERIET L.

FIEAMEDREIEY AT L 7ZDLDDAT, BSZERIIKD
BEANSMNBERDON, NIV IITTD ROMFHE, TNEE-
VI RO I PREIFIVERVET. fIZIFT S0 RREES
BEBEZIU VT - BREMOBE, 7750 RTECHENRE
BBDARU—IPDBMS R EHZL L DT T RY—EZDEE)(C
B2, YUTINTHRLDAYTFIVABECKEDIEZIVY
VIFEPOT T —IDMFAEEZERT DAFILNKDONET
NTUvIIZ9 ROARIFE, BAEVWDIKWUENTTTF—9&
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RRICLU, HEEREZERIELCVET. [EROEHEFZEMET
(& BUANYVTOHERES UTUNERCERL [70—X R
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